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% Digitization, Digitalization, ... Transformation?
» What is all this? Digital Transformation?
= Digitization: Going from analogue to digital. v
= Digitilization ~< Digital transformation (DX)

€3 i-SCOOP

Digital transformation, as we use it today, is
DIGITALTRAN' - broader than digitalization as a way to move to R
digital business.
Digitization, digitalization and digital transformation:
the differences
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g|e what is "digital transformation”? | -
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DX is the change associated with the application of = [se=

That messagd
study related

digital technology in all aspects of human society. o=

What is digital transformation? - Why does digital . What role does culture piay

Digital transformation - Wikipedia®

hitps /ien wikipedia org/wikiDigital_transformation ¥ Meragpaon ourrg mg oeki

Digital transformation (DT) iS the change associat In the apphcation of dgital technoiogy in all
aspects of human socety The transformat tage means that digital usages inherently enable new
lar gomaen rather than simply enhance and Support

Digital transformation

From Wikipedia, the free encyclopedia

Not to be fused with Digital fi form.

This article has muitiple issues. Please help improve it or discuss these issues on the talk [hide]
page. (Learn how and when fo remove these femplate messages)

editor's personal feelings about a topic. (October 2017)
» This article may be incomprehensible or very hard to understand. (October 2017)

» This article's tone or style may not reflect the encyclopedic tone used on Wikipedia.
(October 2017)

@ « This article is written like a personal reflection or opinion essay that states a Wikipedia

Digital transformation (DT!") is the change associated with the applicaticn of digital technology in all aspects of
human sgcgew_!zlﬂ][need quotation to verify]
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What is d»grlal lransforrnahon? | The Enlerpnsers Projectc

hitps comwhat-is-digtal - paon suTrg g oekidag
Digital uan;rnmmum s imperative for all businesses, from the smadl fo the enterprise. That messag
comes through loud and clear from seemingly every keynote, panel discussion, artice, or study related
0 how businesses can remamn compettive and reigvant as the world becomes ncreasingly digital
Whar's not clear to
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Digital transformation - Wikipedia®

hitps Jien wikipedia org/wiki/Digital_transformation ~ Mecrdgpaon oum g aekibag

Digital transformation (DT) is the change associated with the applcation of digtal technology in all
aspects of human society The transformation stage means that digital usages inherently enable new
types of NNovation and creativity in a paricular GOMan rather than simply enhance and support
tradsbonal methods

Historic development - Accslerated change - Development - Digial ransformation

Digital transformation: online guide to digital transformation - i-SCOOP&
hittps Jwww -scoop ew/digital-transformation/ » Metdppaon outig mg ockiSag

Digital transformation i the profound ransformation of business and organizational activities
processes. competencies and models to fully leverage the changes and cpporiundes of 3 ma of digital
technologies and their accelerating impact across society in a strategic and priofitized way, with preser|
and future shifts in

Digital business - Digial transsormation myths - The evolution of Gigal

What is Digital Transformation? | CIO®

hﬂps Insowers o com/_/what-is-digital-ransformation ht . = Medgppaon autrg mg oekiSog
7 - Using & case study is a pognant way of defining digital transformation. Using an
:ﬂdui!.fy famikar 1o us all s an important means of communicating the importance of digital
transformation 1o the future of every ndustry

What is digital lransfmmauun'-" A necessary dlsrupliun | ClOoa
mps oo cio.conyl._ Idigital ouTrg S aekidag
7 - Dagital transfoMAaton requires a radiCal rethiniang of Now an Organcabon uses
!edmonoq; in pursuit of net new revenue streams of business models. Successful aqnul
NVOVES CT0SS: that pairs busi - wif

What digital transformation really means | InfoWorlda
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THE

ENTERPRISERS
PROJECT

A community of C1O0s discussing the future of businessand IT

ARTICLES @ CIORESEARCH @ WHAT IS AN ENTERPRISER? @ ABOUT THIS PROJECT @

what is "digital transformation™? = U “
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Search -
Q redhat

ED BY RED HAT

What is digital transformation?

What is digital transformation?
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What is digital transformation? | The Enterprisers Projecta

The Enterprisers Project is a collaborative effort between CIO
magazine, Harvard Business Review, and Red Hat.

N Digital transformation - Wikipedia®

Search n

HE
ENTERPRISERS ® o
ROJECT

Axommunity of ClOs discussing the future of business and IT

ARNCLES @ CIO RESEARCH @ WHAT IS AN ENTERPRISER? @ ABOUT THIS PROJECT @

About the Enterprisers Project

Welcome to The Enterprisers Project, a community and online publication built to discuss
the evolving role of the ClO and how they are driving business value in an increasingly
digital world. The Enterprisers Project is a collaborative effort between ClO magazine,
Harvard Business Review, and Red Hat. Each week we share articles written by ClOs, for
ClOs and other IT executives, that are aimed at elevating the role of C1O from technology
service provider to innovation driver in partnership with the business.
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DX is defined as

the integration of digital technology into all areas of a business
resulting in fundamental changes to how businesses operate
and how they deliver value to customers.

-

Because digital transformation will look different

for every company, it can be hard to pinpeoint a FREE REPORT
definition that applies to all. However, in general Revenue-Generating ClOs:
terms, we define digital transformation as the Smart Strategies to Grow

integration of digital technology into all areas of the Business

a business resulting in fundamental changes to BY HARVARD BUSINESS REVIEW
: ; ANALYTIC SERVICES

how businesses operate and how they deliver

value to customers. Beyond that, it's a cultural DOWNLOAD THEREPORT

change that requires organizations to continually

challenge the status quo, experiment often, and get comfortable with failure. This
sometimes means walking away from long-standing business processes that companies
were built upon in favor of relatively new practices that are still being defined. [Click to
Tweet]
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resulting in fundamental changes to how businesses operate
and how they deliver value to customers.

-

Because digital transformation will look different
for every company, it can be hard to pinpeoint a
definition that applies to all. However, in general

terms, we define digital transformation as the
integration of digital technology into all areas of
a business resulting in fundamental changes to

FREE REPORT

Revenue-Generating ClOs:
Smart Strategies to Grow
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BY HARVARD BUSINESS REVIEW
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how businesses operate and how they deliver
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value to customers. Beyond that, it's a cultural
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challenge the status quo, experiment often, and get comfortable with failure. This
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Digital transformation: online §yide to digital

business transformation
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Digital transformation is the profound transformation of business and organizational

activities, processes, competencies and models to fully leverage the changes and
opportunities of a mix of digital technologies and their accelerating impact across

society in a strategic and prioritized way, with present and future shifts in mind.

While digital transformation is predominantly used in a business context, it also impacts other

organizations such as governments, public sector agencies and organizations which are involved

BUILDINGS ~

BLOCKCHAIN ~

Recommended primers

Digital transformation
Industry 4.0

loT

Content marketing
Customer experience

Cloud computing
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in tackling societal challenges such as pollution and aging populations by leveraging one or more
of these existing and emerging technologies. In some countries, such as Japan, digital GBPR
transformation even aims to impact all aspects of life with the country’s Seciety 5.0 initiative, Information management

which goes far beyond the limited Industry 4.0 vision in other countries.
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Customer-centricity

Big data

[ ] HOME CONTACT ABOUT DISCLAIMER BLOG TOPICS v

i-SCOOP worked for customers such as:
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* Kodak Alaris Information Management (Global + EMEA).
+ BT Global Services (IT services, global, EMEA and Benelux).

* Microsoft and Microsoft Advertising (Benelux + EMEA).

TRANSFORMATION ~ CONTENT ~

+ Wunderman (EMEA).

* Schneider Electric (global)

Digital transformation: onlin *
5 - * IRIS (Canon Group, EMEA)
business transformation

* SDL Tridion (Benelux).
infEi]

Option International (Global).
Digital transformation is the profound transfor * The IAB (Interactive Advertising Bureau, Belgium).
activities, processes, competencies and model: « Sanoma Publishing (Benelux).
opportunities of a mix of digital technologies a , pest Of Publishing (IDG affiliate, Belgium).
society in a strategic and prioritized way, Witgl « Belgacom (now Proximus, Belgium)

* Touring (Belgium).

Selligent (marketing automaticn, global).

The Belgian Federal Government (Belgium).

while digital transformation is predominantly used
organizations such as governments, public sector ac * StrongMail (US, marketing software - now StrongView).

in tackling societal challenges such as pollution and ® Several small and medium businesses in areas ranging from
of these existing and emerging technologies. In son HVAC equipment and building materials to insurance services
transformation even aims to impact all aspects of |i and local media.

which goes far beyend the limited Industry 4.0 visic

In the - | en worked as a subcontractor
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Digital transformation is the profound transformation of business and organizational

activities, processes, competencies and models to fully leverage the changes and
opportunities of a mix of digital technologies and their accelerating impact across

society in a strategic and prioritized way, with present and future shifts in mind.

While digital transformation is predominantly used in a business context, it also impacts other
organizations such as governments, public sector agencies and organizations which are involved
in tackling societal challenges such as pollution and aging populations by leveraging one or more
of these existing and emerging technologies. In some countries, such as Japan, digital
transformation even aims to impact all aspects of life with the country’s Seciety 5.0 initiative,
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Digital Transformation

How [T-savvy
should CEOs

(and rest top brass
be?
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Harvard
Business
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Digital Transformation

Latest  Magazine  Popular  Topics  Podeasts  Video  Store  Visual Library  Reading Lists

!T'"I"ne éeven Skills You Need to Thrive
in the C-Suite

<

[comment uH Testtize [iFent $m88 D

by Boris Grer

‘What executive skills are most prized by companies today? How has that array of skills changed in the last decade, and how
is it likely to change in the next ten years? To find out, 1 surveyed senlor consultanis in 2010 at a top-five global executive-

search firm. Experienced search consultants typically interview hundreds (in many cases thousands) of senior executives;
they assess those executives” skills, track them over time, and in some cases place the same executive in a series of jobs.
They also observe how executives negotiate, what matters most to them in their contracts, and how they decide whether to
change companies. (For more on how executives set their work-life priorities, see this.)

Here are the seven C-level skills and traits companies prize most:

1. Leadership. The skills cited as most indispensable for C-level executives—not just CEOs—are those that jointly
constitute leadership. One consultant described the search for a chief information officer in these terms: “Whereas

24
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2. Strategic thinking and execution. “Strategic foresight”— the ability to think strategically, often on a global basis—was
also frequently cited. One consultant stressed the ability to “set the strategic direction™ for the organization; another
equated strategic thinking with “integrative leadership.” Others emphasized that strategic thinking also calls for the
ability to execute a vision, which one respondent called “operating savvy” and another defined as “a high standard in
execution.” One consultant pointed out that strategic thinking is a relatively new requirement for many functional C-
level executives, and another noted that the surge in attention to strategic thinking occurred in the decade 2000-2010.

[BA1]
mmdl 37 after Lea-ic Thinking

. Technical and technology skills. The third most frequently cited requirement for C-level executives was technical skills

—specifically, deep familiarj

th the particular body of knowledge under their auspices, such as law, financials, or
technology. Many respondents stressed technology skills and technical literacy. “A C-level executive needs to
understand how technology is impacting their organization and how to exploit technology,” one respondent asserted.
Others stressed financial acumen and “industry-specific content knowledge.” In contrast to popular wisdom, many

technical skills are not declining but increasing in importance.

s

. Team- and relationship-building. Many consultants emphasized team-related skills: building and leading teams and
working collegially. “A world-class leader must be able to hire and develop an exceptionally strong leadership team—
he/she cannot succeed as a brilliant one-person player,” one asserted. Another said that today’s executive must be
“more interested and skilled in developing his/her team, less self-oriented” Executives no longer sit behind closed
doors,” one consultant said; instead they must be “team-oriented, capable of multitasking continuously, leading
without rank, resisting stress, ensuring that subordinates do not suffer burnout—and do all of this with a big smile in an
open-plan office” One consultant characterized the entire company as a team and described the executive’s job as

»

“leading and developing the company’s team, from the leadership down to the ‘troops.

w

. Communication and presentation. Collectively, the consultants said the ideal C-suite candidate possesses the power of
persuasion and excellent presentation skills—which one consultant called “the intellectual capability to interact witha

25
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LEADERSHIP

The End of Delegation?
Information Technology
and the CEO

by Bob L. Martin, Gene Batchelder, Jonathan Newcomb, John F. Rockart, Wayne P.
Yetter, and Jerome H. Grossman

FROM THE SEPTEMBER-OCTOBER 1995 ISSUE G
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Information technology risks are
becoming increasingly entangled

Busincss with busibness risks.car{d it is t%e

Review :

CEOQ’s responsibility to distinguish

between them and not to delegate.

Latest Magazine

LEADERSHIP

The End of Delegation?
Information Technology
and the CEO

by Bob L. Martin, Gene Batchelder, Jonathan Newcomb, John F. Rockart, Wayne P.

Yetter, and Jerome H. Grossman

FROM THE SEPTEMBER-OCTOBER 1995 ISSUE

Before becoming president and CEO of Wal-Mart Stores’ International Division in

1992, Bob L. Martin was chief information officer of Wal-Mart for ten years.

27

27
Digital Transformation
| expect my CIO to have a rock-solid
% harvard business view of technology and my
- Business . . .
Review line managers to demonstrate that
Lot Magazie | LNEY Understand technology and are
using it.

LEADERSHIP

The End of Delegation?
Information Technology
and the CEO

by Bob L. Martin, Gene Batchelder, Jonathan Newcomb, John F. Rockart, Wayne P.

Yetter, and Jerome H. Grossman

Jonathan Newcomb is president and CEO of Simon & Schuster, the publishing

operation of Viacom in New York City.

28
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Gene Batchelder is senior vice president and chief financial officer of GPM Gas

Corporation, a Phillips Petroleum Company subsidiary that is located in

Houston, Texas.

My advice to CEOs is this: Your IT function should be run by a great general

manager, not by the traditional technology manager. No company can afford to

overlook the role information technology can play in spurring organizational

change and shaping core business processes. You can no longer delegate the IT
function to the back office. Rather, you need to see it as a vital business within
your business, run by people with commercial backgrounds who know how to

make decisions that are based on ever changing competitive imperatives.

- 29
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Digital Transformation

af

John F. Rockart is the director of the Center for Information Systems Research at

the Massachusetts Institute of Technology’s Sloan School of Management in

Cambridge, Massachusetts.

More important than what the CEO knows about information technology is how
he and key members of the organization think about it and about their respective
roles in ensuring that the organization uses it effectively. The CEO of 1995 must
incorporate the capabilities of IT into his “theory of the business,” to use Peter F.

Drucker’s term (“The Theory of the Business,” HER September-October 1994).

Equally important, the CEO must see to it that key managers envision their roles

appropriately.

30
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Digital Transformation
—
The Secrets of Great
CEO Selection
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When the directors ol e world’s Targest Lecuuuul)gy colmnpanies
were seeking a new CEO, they winnowed a field of 20 candidates down
to two strong ones: an insider who understood technology and had
successfully run a P&L center, and a proven CEO with stellar
performance at two nontech companies. Two questions loomed: If
they chose the CEO, would he have the expertise and intuition to make
fate-changing technology decisions? If they chose the insider, who
was untested as a chief executive, would he be able to expand into the

broader role? The board members bet that the tech-savvy candidate

would grow into the job, and so far their choice is proving to be right.

- 32
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Big Data

Big Data in Tourism & City life v'v'v/

= Big Data = larger sets of data,
* ...that can be analysed (with computers) to ...

e ...reveal
* patterns
* trends
* associations.

* usually on human behaviour.
= BD is also about more complex sets of data:
* unstructured text (e-mails, comments, etc.)
* images,
* audio & video. P

o
L -4

L
%
o 1

© Dr. Nick P. Frydas - 2020Feb 37

Big Data

% Big Data

W‘r\

= What do we do with big Data?
... we extract Information.
= Two questions:
1. Cananyone doit?

No. We need Knowledge!
2. Relation Data<> Information / Knowledge?

Data<’>Information / Knowledge

©
CET

L
%
. [
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Big data

Big-Data Analytics: Case study
= Pharmaceutical expenditure (OlA), Greece 2005
= Pilot: 4 months, 2 districts, +60K prescriptions:

* Collection

* Preparation

* Input

* Processing

* Presentation

* Interpretation

» Storage

-
- <
S8 s
@ B
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Big data

Data Analytics: Case study
= Pharmaceutical expenditure (OlA), Greece 2005
= Pilot: 4 months, 2 districts, +60K prescriptions:

* Collection * Selection of the correct &
. relevant data.
. * All data regarding a certain
. population.
Very crucial stage!

© Dr. Nick P. Frydas - 2020Feb
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Big data

;f?" Data Analytics: Case study
= Pharmaceutical expenditure (OlA), Greece 2005
= Pilot: 4 months, 2 districts, +60K prescriptions:

* Preparation

. Conversion of data in a format
. suitable for further processing.
. For example, are all data

countable, by a computer?

© Dr. Nick P. Frydas - 2020Feb

Big data

;f?" Data Analytics: Case study
= Pharmaceutical expenditure (OlA), Greece 2005
= Pilot: 4 months, 2 districts, +60K prescriptions:

. Data must be digitized, if they
* Input are not already in digital form:
. * Scanning

* Optical Character
Recognition (OCR).
* Error detection & correction.

© Dr. Nick P. Frydas - 2020Feb
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Big data

;gl Data Analytics: Case study
= Pharmaceutical expenditure (OlA), Greece 2005
= Pilot: 4 months, 2 districts, +60K prescriptions:

. Data participate into
.  filtering,
. * logical operations,

* arithmetic operations &
* other operations
to extract the desired

* Processing

averages
trends

© Dr. Nick P. Frydas - 2020Feb

Big data

;gl Data Analytics: Case study
= Pharmaceutical expenditure, Greece 2005
= Pilot: 4 months, 2 districts, +60K prescriptions:

. Extracted information and

. selected data are presented
in a form suitable for the
next stage (e.g. a graph).

* Presentation

&
-
o8 0
° 5
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Big data

rote

. AoTa 1=109/731 (159 Inpavrik. larpdg H#NIA AevB
245468 = € Gap. Inp.latp. 5 30,00 € Aveu
5615 = # Tuvi. Inp.larp. | 7202 | 319395 MNaud
Kwbixég | 181w, |Eidikémral#t Euv| Atia dap-| Ew | Qw | & el fulRelTelBelde|teldelTel el o] v
larpos | latpés| latpou | tay. [ pékwv | 2 # .E( & g # g ®|3 & § & 2 & E & & & a2 # 3 & Z e 2 3 % e A::;h'
T030158 | OXI AoTa 24 | 3.484,39 100% 374%
1025427 OX| AoTa 7 5391 100% 374%
B907684 OxX| AoTa 6 91,42 100% 374%
N154318 | OXI AcTa 1 19,86 100% 374%
P700190 | OXI AoTa 7 35,60 100% 374%
£122309 | OXI AoTa 5 54,43 100% 374%
600877 OoxX| AoTa 28 79,21 1% 7% 371%
212575 ox| AaTa 17 1.656,00 | 2% 98% 366%
M092058 | OXI AoTa 6 1.964,61 1% | 1% 0% 97% | 0% 363%
1331558 OXI AoTa 9 560,9: 3% 97% 362%
X131701 (o). AoTa 14 1.313.4 0% 4% 96% 359%
M019106 | OXI AoTa 5 1.831, 0% 4% | 95% 356%
naog227 | oOxl AoTa 16 578,3 4% 78% 355%
N326440 | OXI AaTa 21 1.459,44 5% 0% | 84% 350%
N328310 | OXI AoTa 9 458,83 0% 7% 92% 345%
nesse79 | OXI AaTa 8 45302 | 4% 4% 92% 342%
1070090 OX| AoTa 48 2.607, 1% 6% | 88% 1% 0% 340%
M012353 | OXI AoTa 18 665, 3% | 4% | 86% 1% 339%
H754867 | OXI AoTa 11 462, 1% | 90% 7% 1% 339%
A249248 | OXI AaTa 8 900,7' 1% 3% 0% % | 89% 332%
=320766 | OxI AoTa 12 3.100,2: 3% 0% | 6% 89% | 2% 330%
A754867 | OX| AoTa 38 1.786,7! 3% 8% | 86% 0% 2% 322%
— — —
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Big data

A Data Analytics: Case study
= Pharmaceutical expenditure (OrA), Greece 2005
= Pilot: 4 months, 2 districts, +60K prescriptions:

. Extracted information and

. selected data, presented in a
suitable form, are interpreted

) by the intended recipients.

¢ Conclusions are drawn, which

* Interpretation usually lead to decisions.

© Dr. Nick P. Frydas - 2020Feb
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Big data

Data Analytics: Case study
= Pharmaceutical expenditure, Greece 2005

= Pilot: 4 months, 2 districts, +60K prescriptions:

. It is paramount to store the
. 1. data

. 2. methodology used

. 3. extracted information &

4. conclusions,

for future use.
» Storage

© Dr. Nick P. Frydas - 2020Feb

P

.bg :
R
~ 49

=i L

3

Big data

Data Analytics: Case study Il
= Global InterNet Trend Report

© Dr. Nick P. Frydas - 2020Feb
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Big data
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Big data

~[." Data Analytics & Big Data Analytics:

= Examples of “data”:
* Internet clickstream data,
* Web server logs,
* Social media content, i
* Text from customer emails,
* Text from survey responses, L
* Mobile-phone call-detail records,
* Data captured by sensors connected to the IoE,
* Many other, not thought of, as yet.

® 1y
@ B
(2] 3 :'.gn
© Dr. Nick P. Frydas - 2020Feb ~ 53

Big data
g

~[. Data Analytics & Big Data Analytics:

. Special systems are needed for two reasons:
* Size of data &
* Nature of data (unstructured).
= Business benefits include:
* New opportunities for sales & busiﬁe£
* Better marketing,
* Better customer service,
* Better operational efficiency,
* Competitive advantages over rivals,
* etc. P -

® (0
@ B
(2] 3 :'.gn
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Big data

= 3Vs of big data:
* Volume: Amount of data available.
* Variety: Type and nature of the data.

= 4th V:
* Veracity: The quality & value of the data.

© Dr. Nick P. Frydas - 2020Feb

ﬁ " Data Analytics & Big Data Analytics:

* Velocity: Speed at which they are processed.
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10 PB, @ 50Mbps
> 60 years
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Big data
* Big Data Analytics:

= Are Big Data useful in Tourism?

* Customer experience
* Strategic marketing
* Reputation

* Market research

* Revenue management

L
L]

g0
Y
Es Ty,
(agls
n
N

© Dr. Nick P. Frydas - 2020Feb

Big data
* Big Data Analytics:

= Are Big Data useful in Tourism?

¢ Customer experience ‘Word Of mouth’: Social media,
online reviews, service usage, etc.

. Decisions on services:

e Current

* To be phased-out

* New

e Technology to be used.

@ | Ty

2 ses
’,
@8 o
° 5
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Big data
ﬁ( Big Data Analytics:

= Are Big Data useful in Tourism?

Identify trends among customers:
Where are they?

*  When to advertise?

* What they want (more/less/other)?

* Strategic marketing

© Dr. Nick P. Frydas - 2020Feb

Big data
ﬁ( Big Data Analytics:

= Are Big Data useful in Tourism?

There are customer reviews online, all
over the place: Prospective customers
check them out, of course.

Tourism businesses may:
* Combine above data with internal

* Reputation customer feedback to determine
strengths & weaknesses.
. * Take relevant decisions to improve!

© Dr. Nick P. Frydas - 2020Feb
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Big data
* Big Data Analytics:

= Are Big Data useful in Tourism?

Info about competition from online
. sources (customers & businesses).
Decisions on services:
e Market research e Competitors do not offer.
* etc.

L

8 'Y

b -8 :
-
o8 0
@ o
© Dr. Nick P. Frydas - 2020Feb 61
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Big data

To sell the right product,

* | Big Data AnalytiCS' to the right customer,

at the right moment,

= Are Big Data useful in To for the right price,
via the right channel.
. Predict & anticipate demand by
combining: !

* Internal data:

* past occupancy rates,

* room revenue

» current bookings, etc.
* External data:

* |ocal events,

» flights

» school holidays, etc.

* Revenue management

¥
o"s
! https://www.revfine.com/big-data-travel-industry/ °§62

62
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Big data

~[." Big Data is here to stay?

= Healthcare: Early illness detection

Education: Improve students results.

Banking: Customer spending patterns.

Manufacturing: Reduce downtime.

Retail: What you want to buy this year.

= Politics: 2> D> D> > >
= Spying: 2> 2> D> D> D> e
;3:" u:u._:i:'
© Dr. Nick P. Frydas - 2020Feb uf’-’bgﬁ’—r 63

Big data

g Data)is here to stay?

mbridge Analytica: how did it turn
clicks into votes?

target variables

bored | i H 1
orec housewlves, Facebook like:

political affiliation§ surVEYg 87 mil
=
= S results
Alex Hern datastactors S - E over-sampled
¥ @alexhern U—Q- = : 3
Sun 6 May 2018 08.00 BST = = + Information
f v =@ : 3

64
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Cambridge Analytica: how 50m Facebook records were hijacked

1 2
Approx. 32,000 US The app also collected data such %he personality quiz results were
voters (‘seeders’) as likes and personal information  paired with their Facebook data -
were paid $2-5 to from the test-taker’s Facebook such as likes - to seek out
—— take a detailed account, as well their friends” psychological patterns
—u ° personality/ political ~ data, amounting to over 50m
B I D. test that required people’s raw Facebook data
g { them to log in with
their Facebook

@ account R
Friend’s
das
e®e %o

The Cambridge p @ T e%e o @ p:
Analytica EideS *e® )2 ce°
Bigdﬂtﬂ * User's data g0 g
e%e
L] ®

glgﬂrithms combined the data with
other sources such as voter records
to create a superior set of records
(initially 2m people in 11 key

- edades

AlexHern states®), with hundreds of data
¥ @alexhemn points per person.
Sun 6 May 2018 08.00 BST These individuals could then be
targeted with
< | based on their
F ()= 735 276 personality data

Guardian graphic. *Arkansas, Colorado, Florida, lowa, Louisiana, Nevada, New Hampshire, North Carolina, Oregon,
South Carolina, West Virginia

65

stop auto-play

Chris Soghoian Xgr N

Principal technologist, ACLU U,

/ A‘S‘,.g Fy,

|Ce11 phones, laptops, Facebook, Skype, chat-rooms| all allow the NSA to
build what it calls ‘a pattern of life’, a detailed profile of a target and
anyone associated with them.

And the number of people caught up in this dragnet can be huge.

You don't need to be talking to a terror suspect to have your
communications data analysed by the NSA. The agency is allowed to
travel "three hops" from its targets — who could be people who talk to
people who talk to people who talk to you. Facebook, where the typical
user has 190 friends, shows how three degrees of separation gets you to
a network bigger than the population of Colorado. How many people are
three "hops" from you?

66
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Digitalization in Tourism for Sustainable Development

= Blockchain

© Dr. Nikos P. Frydas - 2020Feb

Forbes Billionaires Innovation Leadership Money Consumer Industry Lifestyld

BlockChain

% 5 Predlctlons On How Blockchain Will
Drive Digital Transformation

Danisl Newman Con

Following A Product From Source To Store-shelf
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Given the huge power of blockchain, it’s no surprise many of today’s major tech players
like Microsoft, Amazon, SAP, and IBM have all introduced a version of blockchain-as-a-

Service to go with their cloud offerings. If yvou've already invested in virtualization

% 5 Predictions On How Blockchain Will
Drive Digital Transformation

Danisl Newman Contributor ¢

Secure Data — No, Really

Following A Product From Source To Store-shelf

transactions at every step of the product’s journey. What does that mean? Businesses

can now track an item’s history — and quality — all the way back to its form as raw

materials. This isn’t just good information to have — it allows businesses to better
evaluate how their vendors are handling their goods, how quality is impacted, and to
pinpoint any issue in quality at any time. Imagine knowing exactly which factory the
cotton in your jeans came from — the quality of the cotton when it was harvested — and

even the date it was picked. Yes, blockchain can get that specific. And there is almost no

1 - . - 1.~ . 1

Following A Product From Source To Store-shelf

07/03/2020
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BlockChain

Contribute Announcements Reports Events

@D EUBlockchain

Anva

Map Knowtedge MNoteworthy =

| Lonrmrm

'EU Blockchain
Observatory &

Forum

— Welcome o the European Bloc

to accolerate
d the

Forum, a European Commission i

Eurcpe's positio
technalogy

BlockChain

Contribute Announcements Reports Events Map Knowtedge MNoteworthy =
e .

== The European Union Blockchain Observatory and Forum aims to
accelerate blockchain innovation and the development of the

blockchain ecosystern within the EU, and so help cement Europe’s
position as a global leader in this transformative new technology.
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@D EuBlockchain

n

BlockChain

About Contribute Announcements Reports Events Map Knowtedge MNoteworthy = FAQ

Our mission

® Monitor blockchain initiatives in Europe
® Produce a comprehensive source of blockchain
knowledge

® Create an attractive and transparent forum for sharing
information and opinion

® Make recommendations on the role the EU could play
in blockchain

BlockChain

Tourism: 1.2
» Tracking Luggage
= |dentification Services

Secure, Traceable Payments

Customer Loyalty Schemes

Data security, Immutability, Decentralization

TUI: In booking, reservation & payment systems.
= Expedia & Priceline are challenged.

07/03/2020
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BlockChain

Estimated bank spending on blockchain tech

© Dr. Nikos P. Frydas - 2020Feb

|

[ wRe @ ] g @ KIVIH
Digital Ship g5
et <4l Connectivity
THALES
3 HOME | NEWS ~ | DOWNLOAD MAGAZINE | EVENTS INDUSTRY DIRECTOI

Singapore launches maritime blockchain pilot

TEERELE
L L)
I W= Friday, 08 March 2019'| Software, Big Data & loT
=~ Some things are a neceasity.
J N | !
Eﬁ I | Singapore has announced that it will launch a pilot blockehain to reduce waiting
: —— times for container ships and the risk of fraud, reports Port Technalogy.
S

The Minister for Communications and Information S. Iswaran, announced the
project, TradeTrust, in a speech to Singapore's parliament on March 4, 2019,

| IO oo ccvacciecsc e

the blockchain pilot will aim to turn paper-based bills of lading into digital
documents that can be shared and accessed when container ships dock and
unload in Singapore. This will cut costs and the risk of fraud, making Singapore a
more attractive business hub.

TTEOC TTOST TS ST v e 1o TOp & STT OT SIETTOEn TS T0 TTeTP DUST TS ST

{__ - securely exchange digital trade documents,” Minister Iswaran said.

“It will enhance our attractiveness as a business hub and improve the efficiency of
our trading and logistics sectors.”

Source: Port Technology

Get Covered with

76
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Rotterdam launches blockchain development lab

Thursday, 21 September 2017 | Software, Big Data & loT

Digital Ship

The Municipality of Rotterdam and the Port of Rotterdam Authority have jointly
launched a field lab for the development and testing of applications based on
blockchain technology. The new applied research lab has been christened

“There’s this huge buzz about blockchain, but actually, there aren’t that many fully

functional applications,” said Maarten Struijvenberg, Rotterdam’s deputy mayor for
economic affairs.

“We'll be changing this with BlockLab. This is important, because we need real
innovations to launch 1he next ecnnomy’ And blockchain can help us realise them.”

m_ o

Rk A oA B L o R KA L

opening of the centre was a blockcham apphcatlon for stock ﬂnancmg in the port
logistics sector, which was developed in partnership with Exact and AElN AMRD

The team will also work with the Rotterdam University of Applied Sciences to
develop a cumiculum intended to create an influx of talented new blockchain
© Dr. Nikos P. Fryda researchers going forward

77

pfl(t)i_gria\s blockchain for cross-border trade optimisation ¢y
eature

Monday, 18 December 2017 | Software, Big Data & loT

Digital Ship

Hummzthummel, CC4.0

In the demonstration test, the paricipating companies input information on real
trade transactions using a blockchain-based application, to allow trade

agreements and logistics/insurance documents to be digitised, recorded and
shared among participants.

frade transactions using a blockchain-based application, to aliow trade
agreements and logistics/insurance documents to be digitised. recorded and

The results of this blockchain-backed process will be compared with curmrent
operations, to verify whether the blockchain technology is effective in enhancing
security and reducing the time required to settle cross-border trade transactions,
discrepancies among related documents and administrative costs.

(JRI), and Mitsui Sumitomo Insurance Company (MS1).

—

The demonstration test will use Hyperledger Fabric, a blockchain framework
backed by test partner IBM as a participant in the collaborative open source
© Dr. Nikos P. Fi Hyperiedger project, hosted by The Linux Foundation.

78
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BlockChain

;f#" ... a famous application?

= .. itis adigital payment system.
= ... aconsensus Network that enables a new
payment system and completely digital money.

= .. the 1% decentralizeayment network.

= From a user perspective, Bitcoin is:
* pretty much like cash for the Internet.

* a computer program that provides a personal Bitcoin
wallet and allows a user to send and receive bitcoins.

2o

2 https://bitcoin.org/en/
© Dr. Nikos P. Frydas - 2020Feb

BlockChain

;f#" What is Peer-to-Peer (P2P)?
= .. architecture used in computing & networks.
= Peers are, for example, computers.

= Peers are equally
* privileged &
* strong.
= Peers are a team: They make available to the

* Processing power,
* disk storage & n
* network bandwidth.

© Dr. Nikos P. Frydas - 2020Feb
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BlockChain

A What is Peer-to-Peer (P2P)? ™.— W,

= Peers are, both -/ \-
* suppliers & 3 =
* consumers AN /
M —

of resources
= . in contrast to the Client-Server model.

- =
N /S
- w
"

- =

© Dr. Nikos P. Frydas - 2020Feb

A book or other
collection of

B I Oc kc h a i l‘: financial accounts.

égl What is? 12

= A distributed Ledger technology.

» The Ledger records transactions & contracts.

= Cryptography is used to keep records secure.

» The records are accessible to all participants.

= No single participant controls the data.

= Allows transaction privacy.

= Allows auditing to verify how an agreement was
executed.

LENISA, Distributed Ledger Technology & Cybersecurity, 12/2016
© Dr. Nikos P. Frydas - 2020Feb 2 HBR, The Truth about Blockchain, 1/2017

07/03/2020
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BlockChain

© Dr. Nikos P. Frydas - 2020Feb
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BlockChain

,’T!t hat platform is needed?

We want a record book (ledger) which
* can’t be falsified,

* is transparent, to all interested parties &
* is not controlled by a single entity.

= Must be online, open & be secure.
=> encryption, but who has the keys?

= Open & secure: => ~ digital signature.

» Transparent: = P2P net of willing participants.

= Falsification proof: = Computationallyﬁiiffﬂiygg»lt.

© Dr. Nikos P. Frydas - 2020Feb
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BlockChain

# {7 What platform is needed?

chain of blocks >

© Dr. Nikos P. Frydas - 2020Feb

Once some data have been recorded inside
the blockchain, it becomes very difficult to
change it.

85

BlockChain

?T% What platform is needed?

(@ )

p

/

a. Data

b. [Hash)of data, (digitally signed

c. Hash of block (1).

© Dr. Nikos P. Frydas - 2020Feb

07/03/2020

43



BlockChain

"»;r!-«; What is a hash?

= |t is the “fingerprint’ of a file.
= Typically, 8-9 characters; file is any size.
= Very easy & fast to obtain.

= Say, break the file into blocks add the 1%t block to
the 2nd, shift by 8 positions, add the 3™, etc.

* Impossible to get the file from the hash.
= |f file changes, even by 1 bit, hash changes.

£ eter O

© Dr. Nikos P. Frydas - 2020Feb

BlockChain

“’;f!"%; What is a digital signature?

= You sign digitally, a file. How?

= Obtain the hash of the file.

= Encrypt the hash, with your secret key.
= Send file & encrypted hash.

= Recipient receives file and calculates hash.
= Receives also encrypted hash.

= Decrypts hash with their own key. o=

*» |f hashes agree, then v/, else hacked,

© Dr. Nikos P. Frydas - 2020Feb
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BlockChain

Signing a File Digitally

X
w

Encrypt

DS of File

© Dr. Nikos P. Frydas - 2020Feb 89

BlockChain

Accepting a Digital Signature

%P\*;

Accept, or
Compare —> P

i
Al
\
1o}
Vs e

NOT Accept
L
[72]
©
L
g Bob’s
s Hash Public
g calculator Bl key
e} Alice %
s

© Dr. Nikos P. Frydas - 2020Feb
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BlockChain
* What is a private & a public key? (1/5)

= When you encrypt a file you use a password, K.
* How do you send this password to Alice?

= Public key encryption allows Bob & Alice to

create a common key, w/o sending the

© Dr. Nikos P. Frydas - 2020Feb

BlockChain

;-?\; What is a private & a public key? (2/5)

* Suitable integers 3 & p=17 are chosen. A )
* Bob chooses R, his secret key, say 15 (<p). gy

= Bob calculates 3'” and divides by 17.
= Quotient is 844.053,35...

= Remainder of the integer division:

" 3> =17 x844.053 + 6. Then U = 6, Bob’s public.
= This is published: Everybody will know.

© Dr. Nikos P. Frydas - 2020Feb
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BlockChain
ﬁ( What is a private & a public key? (3/5)

= Go from the public key to the private?

= Only by trial & error. No mathematical solution.

= For big p (~300 bits): Computationally impssible.

= So our secret keys remain secret. |

© Dr. Nikos P. Frydas - 2020Feb

BlockChain

ﬁ" > What is a private & a public key? (4/5)

= Alice (and everybody else) does the same:

= Say,R,=9,3%°=17x1.157 + 14. U, = 14.

= Published.

© Dr. Nikos P. Frydas - 2020Feb
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BlockChain

* What is a private & a public key? (5/5)
= Calculate common key, K?

= Bob calculates K with what he has:

» (U,)Re) = 14" = 17 x quotient + 11.

= Bob obtaink
= Alice calculd
" (Ug)Ra) = 6°
= Alice obtains

© Dr. Nikos P. Frydas - 2020Feb nH,'EA" Ir_wnn Ks! I

BlockChain

:ﬂr/k’ > What platform is needed?

4 -! «

Data (D)

Hash (h) of previous block (1).
Obtain H = hash of D| | h
Digitally sign H.

... and that is block (2).

oo oo

© Dr. Nikos P. Frydas - 2020Feb
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BlockChain

*’ {7 What platform is needed?

[ -' GO

a
b.
C.
d
e

Data (D)
Hash (h) of previous block (1).
Obtain H = hash of D| |h| [nonce
Digitally sign H. 3
... and that is block (2).

BlockChain

:ﬂr/k’ > Timestamp Server 2

= Nonce is chosen, by trial & error, so that

= Hash (as a number) is < than a given small number.
= This is achieved by trying values of the nonce.
* From 0,1,2,etc., until hash = 00000...0number.
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BlockChain

Timestamp Server 2

= The effort with the nonce is called Proof of Work.
= This makes impossible for someone to redo all.
= As the hacker is trying to recalculate all ...

= New transactions are added at a faster speed.
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Digitalization in Tourism for Sustainable Development

' = WhatisDX?., *\'&\\
o“‘Q

= Big data
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